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PURPOSE:  To establish a standardized function(s) and procedure(s) for the daily operation of the Real-Time Tactical Operations and Information Center hereafter referred to as RT-TOIC.

POLICY:   
It is the policy of the Camden County Police Department to identify, disrupt, and prevent crime in real-time using intelligence-led proactive crime prevention methods. The RT-TOIC shall serve as the department’s common operational picture and resource synchronization nerve center for supporting a full spectrum of collective and intensive law enforcement efforts to prevent crime, provide effective and efficient police service to the community, and maximize officer safety. 
PROCEDURES


I. Definitions:
A. Closed Circuit Television (CCTV) Camera- IP-based pan, tilt, and zoom (PTZ) video camera capable of monitoring and recording activities from a distance.
B. “Eye-in-the Sky” Public Surveillance Program – A network of CCTV cameras deployed through the city for purposes of safety and security.
C. Directed Virtual Patrol (DVP) –Directed overt CCTV camera monitoring of public spaces at designated times for specific crime prevention purposes consistent with criminal trends and patterns.

D. Interactive Community Alert Network (ICAN) - Integrated web and CCTV camera system that provides selected community residents with the ability to virtually and anonymously assist police in preventing crime and enhancing the quality-of-life in CVP communities. 
E. Interactive Resource Management Center (IRMC) – Real-time electronic resource monitoring and crime management system. 
F. In-Car Unit: On-duty sworn members assigned to motorized patrol duty that are physically present inside assigned police vehicles and capable of receiving and responding to emergency silent dispatches.  

G. Out-of-Car Unit: On-duty sworn members assigned to motorized patrol duties that are not physically present inside assigned vehicles and incapable of receiving emergency silent dispatches.

H. Automated Emergency Dispatch (AED) – Operator triggered automated silent emergency dispatch to two closest available field units to the scene of an emergency.  
I. Tactical Automated Vehicle Locator (TAC-AVL) -  GIS and GPS enabled decision support system intended to optimize the alignment of police resources and crime prevention efforts with identified or expected criminal activities in real-time. 

J. License Plate Recognition Cameras (fixed and mobile) - Special cameras and software that read license plates and automatically identify vehicles of police interest.
K. Gunshot Detection System (GDS) - Wireless sensors deployed in violence hotspots throughout the City capable of detecting, localizing, and alerting police of suspected gunfire. 

L. Virtual Patroller- Authorized police officer or non-sworn police employee (crime prevention specialist, etc) assigned to conduct DVP. 

M. Watch Commander – Authorized police lieutenant or sergeant who serves as the on-duty watch commander having command and control authority of all police operations and non-executive personnel during his/her assigned tour.

N. Tactical Operations Coordinator (TOC) - Authorized police officer or non-sworn police department employee (crime prevention specialist, etc) assigned as primary monitor of situational awareness and resource synchronization systems, including, PSMD, CAD, AVL, CSD and CCTV cameras as directed by the Watch Commander.
O. Assistant Tactical Operations Coordinator (ATOC) - Authorized police officer or non-sworn police department member (crime prevention specialist, etc) assigned to assist the TOC officer in the performance of duties and performing DVP as directed by the Watch Commander.  
II. General 
A. RT-TOIC functions shall be performed through an arrangement of personnel, equipment, technology, communications, and operational plans employed by the Watch Commander in planning, directing, coordinating, and controlling proactive, crime prevention activities in support of Department goals and objectives.   

B. The RT-TOIC shall operate out of the Police Administration Building at all times, seven days a week. 

C. The RT-TOIC shall be commanded by a sworn member designated by the Real-Time Operations Deployment Management Division Commander.
D. Minimum staffing of the RT-TOIC shall be as follows: 

1. Watch Commander -1 

2. Tactical Operations Coordinator (TOC) -1

3. Assistant Tactical Operations Coordinator (ATOC) -1

4. Virtual Patroller -4
G. All employees shall wear the department-approved uniform.

H. Food shall not be consumed while in the RT-TOIC, except in designated break areas. 

I. Reading of books, magazines, newspapers and other non-duty related activities, including use of personal electronic devices such as cell phones, tablets, etc. are prohibited within the RT-TOIC; (except in designated break areas).

J. The Watch Commander shall be briefed on all planned tactical, uniformed and investigative operations prior to the execution of any action. 

K. Only personnel authorized by the Watch Commander may enter the RT-TOIC. All persons must sign in and out in the established log book.

L. Field supervisors shall report to Watch Commander thirty minutes prior to the commencement of their tour and submit a roster of personnel under their supervision and the nature of their assignments in support of crime prevention operations. Unit supervisors shall brief assigned personnel on the concept of operations, directed patrol assignments, and team-led activities for the tour.

M. All commanders and supervisors shall ensure appropriate tactics are conducted to effectively address crime and quality-of-life problems.  

N. RT-TOIC Operations shall be augmented with strategic and tactical intelligence and crime analysis.  Intelligence unit supervisor shall formulate effective processes to adequately collect, correlate, and analyze criminal intelligence to inform and help guide crime fighting efforts. 

O. Investigative units shall regularly share appropriate arrest debriefing information and intelligence with Watch Commander. The Watch Commander shall inform the investigative liaison of deployment plans to ensure they do not conflict with ongoing investigative efforts and prevent law enforcement officers from confronting blue-on-blue situations in the field. Matters involving de-confliction shall be resolved by the Metro Field Operations Division Chief or designee. 
P. All telephone lines within the RT-TOIC shall be recorded and used for business purposes only. Extension 7042 shall be answered within three rings at all times. Extension 7042 shall be utilized for forwarded calls, including internal affairs, tip line and other priority communications. At no time should extension 7042 be utilized for outgoing calls.
III. Duties & Responsibilities
A. Watch Commander: Responsible and accountable for the effective and timely execution of RT-TOIC operations as described herein and for the coordination of police crime prevention and emergency response operations:
1. Inspecting and verifying operational status of RT-TOIC equipment and technology systems;
2. Reporting equipment problems or failures to the Real-Time Operations Deployment Management Division Commander and information technology supervisor;
3. Supervising RT-TOIC operations, including assigned personnel;
4. Ensuring that all uniform and investigative personnel and vehicle assignments are entered into the LEAA System prior to the start of each tour;
5. Ensuring all uniform personnel and other appropriate personnel are assigned to AVL-equipped vehicles. Comparing number of motorized units deployed to unit icons showing on TAC-AVL. Taking appropriate action to correct discrepancies;
6. Ensuring that all non-operational units are excluded from the monitoring view in IRMC. Operational units that remain on the units working screen are considered available for field assignment.
7. Implementing, directing, and monitoring crime prevention plans (weekly/daily deployment instructions, directed patrols, team-led, and proactive investigative assignments), and reporting progress of shift crime prevention efforts;
8. Making appropriate directed patrol deployment assignments and adjustments as necessary;
9. Directing, monitoring, and evaluating police directed virtual patrol activities and ensuring they are consistent with the provisions of weekly/daily/emerging crime prevention plans;
10. Evaluating quantitative and qualitative levels of crime prevention efforts to determine sufficiency and applicability;
11. Monitoring resource utilization indicators and maintaining adequate crime prevention resource utilizations levels during high crime times;
12. Notifying the district commander or other appropriate supervisor of deployment changes, additions, and type of engagement and enforcement as appropriate based on specific elements and nature of criminal activity;
13. Notifying district commander or other appropriate supervisor when RT-TOIC direction to field units is not carried out in a timely manner or deployment to high crime areas fails to yield reasonable engagement levels;
14. Making timely notifications to field units of identified criminal trends, patterns, clusters, and methods;
15. Coordinating and directing adequate resources to handle incidents as they occur, including supervisory response to incidents;
16. Keeping senior command staff updated of critical and serious incidents;
17. Ensuring timely acknowledgement of and response to GSD system activations;
18.  Overseeing AED  protocols and coordinating field emergency response operations;
19. Ensuring LPR equipped vehicles are deployed to high density auto theft or stolen vehicle recovery areas;
20. Collecting periodic progress and situation reports from field supervisors, Forward Command Post(s) and other special operations;
21.  Reporting outcomes and crime prevention results hourly;
22. Monitoring levels of criminal activity in real-time and taking timely and appropriate action in response to emerging crime trends:
a. Compare influenceable criminal incidents against the 28-day criminal activity visually displayed in TAC-AVL to identify emerging, ongoing, and shifting criminal trends;
b. If incident corresponds to ongoing or developing criminal trend or cluster, make timely notifications to field resources, formulate and implement appropriate crime prevention measures;
c. When additional directed patrol or team-lead activities are necessary to deal with emerging or ongoing crime trends, consult resource utilization indicators for current and next hours to identify actual and potential availability of resources to deal with the problem. Avoid altering existing crime prevention directed patrol schedules when there is excess or unused field resource capacity that may be tapped into to accomplish the mission. Instead maximize the use of available resources;
d. When use of existing resources has been maximized or availability projections are insufficient to deal with emerging criminal activity, determine the nature of reactive events consuming existing resources. Take appropriate action to align resources with department priorities by suspending, queuing or employing alternate responses to lesser priority assignments as warranted.
23. Monitoring alignment of patrol sector crime prevention efforts and taking appropriate action as necessary;
24. Reviewing intelligence briefings and taking appropriate action; 
25. Monitoring Tactical Automated Vehicle Locator (TACAVL) system frequently to:
a. Ensure crime prevention activity monitoring layers remains on the TACAVL screen at all times;
b. Ensure all field units remain in assigned areas unless otherwise directed and that patrol sectors are covered according to current deployment strategies. Make necessary adjustments to prevent prolonged absences or delays in police presence in any patrol sector areas of the city;
c. Evaluate current hour and shift directed patrol and engagement activity to ensure crime prevention efforts are consistent with crime prevention plans and in response to emerging crime and quality-of-life problems;
d. Conduct a complete patrol sector and hotspot crime prevention activity analysis each hour by using zoom feature of TAC-AVL. Determine the appropriateness of directed patrol assignment frequency and engagements in “Priority Hot Spot(s)”  and taking appropriate action when necessary:
1) Redirect units on Priority 3 or 4 assignments to directed patrols when necessary;
2) If all units are on Priority 1 or 2 assignments, a unit shall be redirected from a Priority 1 or 2 assignments not involving an arrest or existing imminent risk to life. If necessary the unit may complete necessary reports in the directed patrol target area;
e. Direct units that are not on assignment to specific hot spot locations to conduct directed patrols. 
B. Assistant Watch Commander: Responsible for assisting the Watch Commander in coordinating tactical operations and monitoring all RT-TOIC systems. Serves as the Watch Commander as directed by the RT-TOIC Division Commander.
C. Tactical Operations Coordinator (TOC): Responsible for assisting the Watch Commander coordinate tactical operations and monitor CAD, AVL, CCTV camera LPR, Facial Recognition and GSD systems: The TOC shall be responsible for:

1. Occupying appropriate RT-TOIC control console equipped with police dispatch and systems’ monitoring capabilities;
2. Inspecting and reporting operational condition of RT-TOIC center and equipment;

3. Monitoring systems as directed by the Watch Commander; Monitoring and promptly notifying Watch Commander of newly reported criminal incidents. Monitor overall crime levels and inform Watch Commander of anomalies, increases in crime, or warnings requiring action, including projected increases in crime for the day or week;
4. Monitoring the TAC-AVL to assist the Watch Commander in ensuring police directed patrols are conducted according to crime prevention plans and in response to emerging crime and quality-of-life problems. Query directed patrols activity for the previous hour and inform Watch Commander of levels of effort and other pertinent information;
5. Ensuring timely acknowledgement of Gunshot Detection System activations:
a. Immediately examine audio playback feature and determine if activation is likely the result of gunshot(s);

b. Notify RT-TOIC  Commander;

c. Dismiss false alert;

6. Performing tactical dispatch functions for police responses initiated by the RT-TOIC center:
a. Upon becoming aware of a situation requiring an emergency police response (virtual patrol observation or GSD activation, etc) or when taking control of an emergency 911 response at the direction of the Watch Commander:

1) Consult AVL system and locate the two closest available units to the scene of the emergency. Where Automated Emergency Dispatch (AED) is warranted follow AED protocol set forth in AED policy;

2) Select the closest available units and self-dispatch or cause assignment to be dispatched as a priority 1 call for service;

3) Verify assigned units are responding (observe their movements on TAC-AVL). If units acknowledge the assignment, but no vehicle movement is noted by one or more units, raise unit(s) over the police radio and inform unit(s) to immediately proceed to the incident location. The alert shall also serve as an emergency notification to officers performing duty outside police vehicles to immediately acknowledge the assignment and respond to incident location. Confirm receipt of radio message.  If no confirmation is attained, immediately dispatch the next closest available unit and notify the Watch Commander;
4) Inform RT-TOIC virtual patrollers of the incident;

5) Initiate CAD ticket, if self initiated;

6) Notify Watch Commander and patrol supervisor;
7) Assist in coordinating police responses using TAC AVL and keep units advised of the situation; 

8) If incident is within or in vicinity of CCTV camera range, maintain camera view of situation and monitor adjacent area for related suspicious activity; 

9) If observation involves a non-emergency matter of police interest that necessitates a patrol or specialized unit response, further virtual monitoring or physical surveillance to determine if criminal conduct exists, or another form of law enforcement action:

a)  Confer with the Watch Commander, if feasible, to determine appropriate course of action;
b)  Use non-emergency radio or silent dispatch procedures to alert field units of the situation, if appropriate;
c)  Dispatch appropriate unit(s) or cause unit(s) to be dispatched to handle situation, as warranted;
d)   Maintain view of the situation and provide responding units with situational updates;
e) Consult AVL to identify surrounding surveillance cameras and form an active virtual perimeter around the incident location; and
f)  Activate surrounding area cameras and begin active monitoring operations with the assistance of other RT-TOIC personnel, if required.

g) Upon conclusion of event indicate areas patrolled and results. Close CAD ticket with appropriate assignment information, including disposition. 

b. Monitoring calls for service and perform priority CCTV surveillance assignment in matters involving officer safety, in-progress crimes, unusual events, or public emergencies. 

c. Conducting LPR history checks to determine where vehicles of police interest have been detected in the past. 

d. Performing other duties as directed by the Watch Commander.

D. Assistant Tactical Operations Coordinator (ATOC): Responsible for assisting TOC officer in the performance of duties:
1. Serving as backup to designated TOC at the direction of Watch Commander;

2. Mobilizing/supervising the Mobile Command Center as directed by the Watch Commander;
3. Performing virtual patrol duties;
4. Monitoring situational awareness systems and coordinating police response to emergency incidents as directed by the Watch Commander; 

5. Performing other duties as directed by the Watch Commander;

E. RT-TOIC Operator: Responsible for performing telephone response activities and virtual patrols:
1. Monitor TRU dispatch screen:
a. Open dispatch ticket;
b. Call the identified complainant via recorded telephone line;
c. Upon speaking with the complainant:
1) The Operator shall identify him or herself by name, rank and badge number and advise the complainant that they are an employee with the Camden County Police Department;
2) Gather as much information as possible from the complainant, complete all appropriate reports and clear the assignment utilizing the proper disposition codes;
3) At anytime during the call information suggests that emergency response is warranted, emergency response protocol shall be immediately executed;
4) At all times operators shall maintain a professional and courteous demeanor.
2. When not completing telephone response activities, operators shall conduct virtual patrols or other assignments as directed by the Watch Commander.
F. Virtual Patroller: Responsible for performing virtual patrol duties and assisting TOC and ATOC Officers in the performance of duties:
1. Monitor Activity shown in public surveillance camera view stations:
a. Upon noting a matter of police interest, take control of the particular camera and determine if matter is of police interest;
b. Notify TOC Officer for compliance with provisions enumerated under Duties and Responsibilities of TOC Officer, paragraph (9);
c. Perform directed virtual patrol duties.
2. At predetermined time generate a virtual patrol computer aided dispatch (CAD) ticket for virtual patrol assignment. Indicate camera location and assignment;
3. Activate the appropriate camera from within the view station;
4. Virtually patrol all public spaces within viewable area by panning and tilting camera;
5. Carefully observe known or suspect elements of ongoing or anticipated criminal activity, other suspicious activity, quality-of-life matters and other conditions of police interest;
6. Unless there is sufficient justification for doing so (e.g. reasonable suspicion that a crime or violation is taking place or about to take place) do not track or zoom in on any member of the public or focus on entryways to buildings or look through windows into buildings;
7. Do not view into private residences except as part of a wide angle or long shot or while panning past them;
8. Upon observing a situation of police interest:
a. If the matter involves potential injury, death, imminent or ongoing serious crime, or to assist in the apprehension of individuals suspected of serious crimes immediately notify the TOC Officer and Watch Commander. If TOC is unavailable notify the ATOC;

b. If observation involves a non-emergency matter of police interest that necessitates a patrol or specialized unit response, further virtual monitoring or physical surveillance to determine if criminal conduct exists, or another form of law enforcement action:
1) Confer with the Watch Commander, if feasible, to determine appropriate course of action;

2) Cause non-emergency radio or silent dispatch to alert field units of the situation, if appropriate;

3) Maintain view of the situation and provide responding units with situational updates;

4) Identify surrounding surveillance cameras and form an active virtual perimeter around the incident location; and

5) Activate surrounding area cameras and begin active monitoring operations with the assistance of other RT-TOIC personnel, if required.
c. Upon conclusion of event indicate areas patrolled and results. Close CAD ticket with appropriate assignment disposition, including engagement action taken. 

9. Monitoring calls for service and performing priority CCTV surveillance assignment in matters involving officer safety, in-progress crimes, unusual events, or public emergencies;
10. Performing other duties as directed by the Watch Commander.

IV. Communications and Reporting 

A. The function of the RT-TOIC is to shape outcomes and achieve objectives rather than merely report police activity. Watch Commanders shall be responsible for collecting and evaluating periodic progress and situation reports throughout the shift. The Watch Commander shall make necessary adjustments and take appropriate action to ensure attainment of operational objectives.
B. The RT-TOIC shall be equipped with dedicated police radio dispatch capabilities and radio frequency.  All directed patrols, team-led and directed virtual patrol activities shall be entered into CAD along with results. 
C. Watch Commander shall prepare and distribute a Situation Report (SITREP) hourly (must be sent on the hour) indicating the following for the reporting period:
1. Significant Acts (SIGACTS) must be annotated to assist with the planning of future operations. The following confirmed incidents must be contained:
a. AED Activations

b. Shooting Incidents

c. Homicides
d. Rape

e. Robbery

f. Aggravated Assault

g. Missing Persons

h. Kidnapping
i. Vehicle Pursuit

j. Police Vehicle Crash

k. School Related Incident

l. Multiple Alarm Fire

m. Bomb Threat to a Public Building

n. Fatal MV Crash

o. Hazardous Material

p. Suspicious Death

q. Law Enforcement Firearm Discharge

r. High Profile Target Arrest/Significant Arrest

s. Injury to any Law Enforcement Officer or Department Employee

t. Other events requiring notification and or receiving media attention.

2. Planned Events must be annotated to acknowledge active planned operations/events.
3. Proactive Effort must be listed to include:
a. Total number of directed patrols
b. Total number of virtual directed patrols
c. Total number of pedestrian stops

d. Total number of vehicle stops

4. Situational Awareness is an overall assessment of public safety conditions or a specific event based upon continuous monitoring and evaluation of the current situations and progress of operations. The following questions must be answered in addition to the watch commander’s overall assessment.
a. What IRMC gauges have indicated red and or yellow during the reporting period and what has been done to specifically correct resource utilization deficiencies?
b. Are the Directed Patrols, Virtual Directed Patrols, MV Stops and Pedestrian Stops aligned with the current crime conditions and hotspots? If not, what actions have been taken to correct alignment?
c. What deployment adjustments have been authorized and/or directed by the Watch Commander during the reporting period?

5. Personnel (PERSTAT) shall include the following:
a. Patrol Division
· Sergeants
· Officers

· Units

b. Community Safety Division
· Lieutenants

· Sergeants

· Officers

· Units

c.  Investigative Division
· Sergeants

· Detectives

· Police Aides

· Units

d. RT-TOIC Division
· Lieutenants

· Sergeants

· Officers

· Police Aides

e. Secondary Employment
· Lieutenants

· Sergeants

· Officers

· Units

f. School Crossing Guards
g. Prisoner Processing
· Sergeants

· Officers

· Police Aides

h. Total Sworn CCPD Personnel
· Lieutenants

· Sergeants

· Officers

· Units

i. LE Support Assets
· NJSP

· CCSD

· CCPO
· Federal

· Other
6. Event Specific Situation Reports must be prepared and distributed real-time for all significant acts and planned events to include initial, updates and final reports. Situational awareness must be included. Proactive efforts related to specific planned operations must be annotated.
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